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EXECUTIVE SUMMARY

This report contains the observations and insights derived from distributed denial of service (DDoS) 
attack mitigations enacted on behalf of, and in cooperation with, customers of Verisign DDoS Protection 
Services and the security research of Verisign iDefense Security Intelligence Services. It represents a 
unique view into the attack trends unfolding online for the previous quarter, including attack statistics 
and behavioral trends. 

For the period starting July 1, 2015 and ending Sept. 30, 2015, Verisign observed the following key 
trends:

 • DDoS activity increased in Q3 to the highest it has been in any quarter over the last two years. 
Verisign mitigated 53 percent more attacks in the third quarter this year than in the preceding quarter.

 • Verisign observed a peak volumetric DDoS attack of 60 gigabits per second (Gbps) and 12 million 
packets per second (Mpps) for User Datagram Protocol (UDP) floods and 34 Gbps/30 Mpps for 
Transmission Control Protocol (TCP) floods in Q3 2015.

 • Verisign saw the average attack size increase to 7.03 Gbps, 27 percent higher than Q2 2015.

 • Fifty-nine percent of attacks peaked at more than 1 Gbps; 20 percent of attacks were greater than  
10 Gbps.

 • For the fourth consecutive quarter, the industry most frequently targeted by DDoS attacks was IT 
Services/Cloud/SaaS, representing 29 percent of mitigation activity in Q3. Media and Entertainment 
represented 26 percent of mitigations. 

 • The most common attacks mitigated were Network Time Protocol (NTP), Domain Name System 
(DNS) and Simple Service Discovery Protocol (SSDP) UDP floods, which collectively accounted for 
approximately 65 percent of attacks in the quarter. 

 • Operating systems once thought to be more secure against malware and vulnerabilities, like Linux, 
Mac OS X and iOS, are increasingly becoming the target of bot herders and malware authors for  
cyber crime and hacktivist activities.
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VERISIGN-OBSERVED DDoS ATTACK TRENDS: Q3 2015

Mitigations by Attack Size

Verisign observed a significant increase in the frequency of DDoS attacks in Q3, representing a 53 percent 
increase over the previous quarter. In fact, DDoS activity in Q3 increased to the highest it has been in any 
quarter over the last two years. Several customers were hit with long, repeated attacks, some as many as 
eight times over the course of the quarter. In terms of size, more than one-third of attacks peaked over 5 
Gbps while one in five attacks peaked over 10 Gbps (Figure 1). The number of attacks that peaked in the 
5 to 10 Gbps range and over 10 Gbps range more than doubled from the previous quarter. 

 

Figure 1: Mitigation Peaks by Quarter

Verisign believes that this distribution of attack size is an insightful metric for enterprises as they 
consider adoption of an on-premise, cloud or hybrid DDoS protection approach. The size distribution 
suggests that, purely based on size considerations, an on-premise DDoS appliance with a 1 Gbps 
capacity will be ineffective in at least 59 percent of the attacks, while a 10 Gbps appliance might be 
ineffective in handling at least one out of every five attacks (20 percent). Hence, a cloud or a hybrid 
approach to DDoS protection is recommended. 

Attacks mitigated by Verisign in the third quarter yielded an average peak size of 7.03 Gbps (Figure 2), 
which represents a 27 percent increase in average attack size compared to Q2 2015. 

Figure 2: Average Attack Size by Quarter
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The largest volumetric attack Verisign defended in Q3 was a multi-vector attack consisting of a TCP 
SYN flood, Internet Control Message Protocol (ICMP) floods and UDP reflected/spoofed attacks 
(primarily NTP) that targeted the IT Services/Cloud/SaaS vertical and peaked at 60 Gbps and 12 
Mpps. The attack frequently changed attack vectors and largely targeted random UDP service ports. 
This attack, aimed at disrupting critical online customer services, continued for less than one hour 
before it abated. 

The largest TCP-based attack exceeded 34 Gbps and 30 Mpps. This attack targeted the Media 
and Entertainment vertical and came in several 10+ Gbps waves. The multi-vector attack was a mix 
of UDP (DNS Amplification) and TCP traffic that hit the customer every few days across varied IP 
targets for over two weeks.

DDoS Mitigations by Industry

DDoS attacks are ubiquitous and not limited to any specific industry or vertical, as illustrated in Figure 3. 
Verisign acknowledges that the attacks by industry reported in this document are solely a reflection of 
the Verisign-protected customer base; however, this data may be helpful in understanding the evolution 
of attacks by vertical and the importance of prioritizing security expenditures to ensure protection 
mechanisms are in place.

Figure 3: Mitigations by Industry
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For the fourth quarter in a row, IT Services/Cloud/SaaS customers experienced the largest volume of 
attacks, representing 29 percent of all attacks in Q3. As discussed above, this industry was also the 
target of the largest volumetric attack mitigated by Verisign this quarter. Media and Entertainment was 
the second most frequently attacked industry, with 26 percent of all mitigations consisting of attacks 
averaging 4.4 Gbps. The Financial and Public sectors were also heavily targeted, representing 15 and 
13 percent of all mitigations respectively, and averaging 2 Gbps and 8 Gbps in size respectively. While 
the Telecommunications and E-Commerce sectors were not as frequently targeted this quarter, those 
attacks were relatively large, averaging over 14 Gbps and 11 Gbps respectively.

The ready availability of an increased number of DDoS toolkits and DDoS botnets for hire highlighted 
in Verisign’s Q4 2014 DDoS Trends Report, in addition to attacker groups like DD4BC outlined in 
Verisign’s Q2 2015 DDoS Trends Report, may be driving forces for the increase in the overall number of 
DDoS attacks in the third quarter of 2015. 

As shown in Figure 4, several industry segments have been targeted with sizeable attacks designed to 
overwhelm enterprises’ on-premise protection measures and Internet circuit links. 

Figure 4: YTD Attack Size by Industry

DDoS Attack Vector Observations

Continuing the trend of the year, the most common DDoS attack types were NTP, DNS and SSDP UDP 
floods, which accounted for approximately 65 percent of attacks in the quarter. The balance of attacks 
mitigated were TCP floods (20 percent) and application layer attacks (15 percent).
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Feature:  
NO SYSTEM IS SECURE – HACKERS TARGET IOS AND LINUX 
OPERATING SYSTEMS TO DEPLOY MALWARE 
Operating systems once thought to be more secure against malware and vulnerabilities, like Linux, Mac 
OS X and iOS, are increasingly becoming the target of bot herders and malware authors. An analysis 
of 2014 data from the National Vulnerability Database shows that Apple led the pack in the number of 
vulnerabilities with 147 for Mac OS X and 127 for the iOS system, followed closely behind by Linux with 
119 vulnerabilities. This year, we’ve seen malicious actors capitalize on this with the emergence of new 
malware via these operating systems to launch DDoS attacks, phish user credentials and gather other 
personal information.

XcodeGhost Brings Apple App Store Vulnerabilities to the Forefront

First identified in September on the Chinese microblog site, Sina Weibo, XcodeGhost is an infection of 
Xcode, the framework developers use to create apps for Apple’s iOS and OS X operating systems. Most 
developers download secure Xcode from Apple. However, some acquired unofficial versions infected 
with XcodeGhost malware from sites with faster download speeds.

Apps created with XcodeGhost contain instructions—unknown to both the app developers and the end 
users —for collecting potentially sensitive information from users’ devices and sending that information 
to command-and-control (C&C) servers managed by the XcodeGhost operator. This is how the 
XcodeGhost operators circumvented the security of Apple’s official Xcode distribution, and the security 
of Apple’s App Store.

iDefense IntelGraph chart and intelligence alert on XcodeGhost
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Verisign iDefense Intelligence Services recently published an analysis on domain traffic as an indicator 
of current infection. XcodeGhost has three known C&C domains:

 • hxxp://init.crash-analytics.com

 • hxxp://init.icloud-diagnostics.com

 • hxxp://init.icloud-analysis.com

Research analysts leveraged authoritative DNS traffic patterns to examine a snapshot of NXDOMAIN 
transactions and found that, even though the C&C domain delegations are removed and therefore 
disabled, the domains were still receiving a large number of queries per day. This indicates that many 
users still have yet to remove the malicious apps, which continue to try to reach out to the C&C sites to 
share the information collected from infected users’ devices.

A (IPv4) and AAAA (IPv6) record queries for Sept. 25, 2015 totaled 2,197,998 for icloud-analysis.com, 
20,796 for icloud-diagnostics.com and 2,626 for crash-analytics.com. And the geographic distribution of 
requests for each C&C domain varies significantly. 

This breach of the iOS operating system emphasizes the risk of malware infection in mobile applications, 
and opens the door for actors to further exploit these kinds of vulnerabilities to launch DDoS and other 
cyber-attacks. 

Verisign iDefense recommends users uninstall infected apps until they are updated and change the 
related Apple ID password immediately. Verisign iDefense also recommends that users be cognizant 
of any dialogue boxes (e.g., emails or push notifications) that show up on screens and do not enter any 
information without verifying the source. 

Ballpit Botnet Exploits Linux

The Linux operating system was used to unleash one of the most high-profile DDoS attacks on the 
Media and Entertainment industry – LizardSquad’s 2014 Christmas hack of both Microsoft Xbox Live 
and Sony’s Playstation Network. The malware of choice for the hacking group was Ballpit, a Linux client-
server-based botnet believed to power LizardSquad’s denial of service (DoS) tool, LizzardStresser.su. 
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iDefense IntelGraph chart and intelligence alert on Ballpit

Ballpit consists of two separate C applications: the bot and the C&C server, and is spread through Telnet 
brute-force attacks. During such attacks, after successfully logging into a targeted system, an actor 
distributes the bot which then connects back to the C&C server. The C&C server can then command 
infected hosts to scan new IP address ranges for Telnet services and continue to spread the malware, 
or to initiate DoS attacks. All DoS attacks can target a specific IP address and port for an arbitrary 
amount of time defined by the actor in seconds. While it is unlikely that an individual bot has enough 
available bandwidth to cause substantial service interruptions against a target, actors could command a 
significant DDoS attack by controlling multiple bots.

According to Verisign’s Q4 2014 DDoS Trends Report, LizardSquad also leaked LizardStresser’s source 
code in January 2015 as part of a DDoS-for-hire offering, allowing other actors to utilize it for their own 
campaigns. Verisign iDefense recently collected intelligence on the infrastructure of a Ballpit variant that 
now also includes a Microsoft Windows® payload. The infrastructure spans at least six C&C server IP 
addresses, all of which iDefense believes are managed by the same actors. 

Verisign iDefense recommends monitoring inbound network traffic to perimeter defense devices in 
order to detect TCP or UDP traffic spikes that may indicate a DDoS attack. By obtaining a baseline of 
inbound bandwidth averages over a period of time, it may be easier to detect anomalous activity. High 
or anomalous volumes of inbound TCP or UDP traffic from multiple source IP addresses to a specific 
port may indicate a DDoS attack. Verisign iDefense recommends disabling public-facing Telnet services. 
However, if these services are critical to operations, organizations should be sure to monitor  
for brute-force login attempts.
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Conclusion

Organizations need to understand the complex cyber threat environment in order to identify and 
prioritize threat remediation while also carefully monitoring their network traffic origin and volume. To 
protect enterprise networks from attacks, it is critical that organizations implement an open hybrid 
approach to DDoS protection complemented by a cyber-threat intelligence program for timely and 
actionable intelligence to help identify vulnerabilities and threat actors before they affect their networks.

ABOUT VERISIGN

Verisign, a global leader in domain names and Internet security, enables Internet navigation for many 
of the world’s most recognized domain names and provides protection for websites and enterprises 
around the world. Verisign ensures the security, stability and resiliency of key Internet infrastructure and 
services, including the .com and .net domains and two of the Internet’s root servers, as well as performs 
the root-zone maintainer functions for the core of the Internet’s Domain Name System (DNS). Verisign’s 
Security Services include intelligence-driven Distributed Denial of Service Protection, iDefense Security 
Intelligence and Managed DNS. To learn more about what it means to be Powered by Verisign, please 
visit Verisign.com.
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